
Welcome to the National Trading 

Standards Scam Marshal newsletter:  

November 2019 

Total Scam Marshals across the UK: 1,319 

FREEPOST 

NTSST 

MAIL MARSHALS 

Police Scam 

There has recently been an increase in the reporting of a police imposter scam that is happening in the 
UK. The team would like you to be aware of this scam and look out for it. The criminal calls the victim, 

purporting to be a police officer, and tells them they are investigating       
a fraud on their bank account and have someone in custody. They might 
also claim to be from the your bank, again stating they are investigating 
fraudulent activity on your account. They then ask for you to transfer 
money into a ‘safe  account’ in order to protect yourself.  

They may ask for other information such as card details and PIN numbers 
(they may ask you to key in the number onto the telephone keypad).     

This is a scam, the police or your bank will never call you to disclose      
personal financial information, they will never ask you to transfer money to  another account and they 
will never ask you to send cards and cheque books to them via a courier or any other means. 

Scams Awareness 

If anyone calls claiming to be from the following 
companies, it would be best to hang up and call 
them back using a number from a trusted 
source such as the company’s website or any 
official correspondence from them.  

 HMRC 

 PayPal 

 The NHS 

 Your bank/any bank 

 The Police  

 Microsoft 

 Insurance companies 

 Charities 

If you are concerned about anything suspicious 
on the phone, the best thing to do is to hang up 
and speak to a friend or family member about 
it. Talking it through with people can really help 
with decision making. 

Local Authority Help 

The National Trading Standards Scams Team 
work with 90% of all local authorities in the UK, 

these authorities are    
always keen to hear 
about the work that our 
Scam  Marshals are doing.  

 

They use the stories from 
Scam Marshals to help    promote the scheme 
and to   encourage other people to sign up as a 
Scam Marshal, helping to protect people within 
their communities.  

 

If you are happy for your details to be passed 
onto your local trading standards, please write 
a letter to the team using the freepost address 
at the top of this newsletter and they may get 
in touch with you to help promote the scheme.  



 
Is there anything else you would like to see in this newsletter? 
Please feel free to give us some feedback, just pop it into your 

freepost envelope when you send in your scam mail.  

For more information on the team and our initiatives please 
visit our website:  

www.FriendsAgainstScams.org.uk/ScamMarshals 

PENSION & INVESTMENT SCAMS 
Throughout 2019, our newsletter will concentrate on a particular pension or investment scam each month: 
 
 Binary option scams - February 
 Carbon credit trading scams - March 

 Cryptocurrency investment scams - April 

 Early pension release - May 

 Forex trading scams - June 

 Get-rich-quick, Ponzi and pyramid schemes - July 

 Graphene investment scams - August 

 

 Land banking investment schemes - Sept 

 Overseas property and crop scams - Oct 

 Pension review scams - November 

 Rare earth metal investment scams 

 Restricted US share scams 

 Share, bond and boiler room scams 

 Unregulated investment scams 

How pension review scams work 
Investors are often called out of the blue, but contact can also come by email, post, word of mouth or at a 
seminar or exhibition. Free pension reviews are designed to persuade you to move money in your pension 
pot into a high-risk scheme. Your pension pot is then invested in unusual investments such as overseas 
property, forestry, storage units, care homes, biofuels or businesses you may not be familiar with. You 
may be promised guaranteed returns and/or a cash sum from your pension to tempt you to take up these 
offers. Some of these investments are badly run, while others are outright scams. As they’re promoted as 
long-term pension investments, it could be several years before you realise something is wrong. 
 

How to protect yourself 
If you get a cold call about your pension, the safest thing to do is to hang up - it’s illegal and probably a 
scam. If you get offers via email, text or online adverts, you should simply ignore them. These can be re-
ported to Action Fraud (0300 1232040). Be wary if you’re contacted about any financial product or oppor-
tunity and they mention using your pension. Professional advice on pensions is not free – a free offer out 
of the blue is probably a scam. Always check that anyone offering you advice or other financial services is 
authorised by the Financial Conduct Authority (FCA) and permitted to give advice on pensions. You can do 
this by checking the FCA’s register on their website.  
 

If you don’t use an FCA-authorised firm, you won’t have access to the Financial Ombudsman Service 
or Financial Services Compensation Scheme (FSCS) so you’re unlikely to get your money back if things go 
wrong. Unusual investments tend to be unregulated and high risk and may be difficult to sell if you need 
access to your money. You could also lose some or all of your pension pot. Where cash sums are released, 
you may have to pay up to 55% of your payment in tax. Always be wary if you’re contacted out of the 
blue, pressured to invest quickly or promised returns that sound too good to be true. If you have already 
moved your pension pot and have concerns, contact the firm involved and ask for your money back. 
The Financial Ombudsman Service may be able to help if you can’t resolve the matter.  
 

If you have been scammed 
You can report the firm or scam to the FCA by contacting our their Consumer Helpline on 0800 111 6768 
or using their online reporting form. If you have already invested in a scam, criminals are likely to target 
you again or sell your details to other criminals. The follow-up scam may be completely separate or relat-
ed to the previous fraud, such as an offer to get your money back or to buy back the investment after you 
pay a fee. If you have any concerns at all about a potential scam, contact the FCA or Citizens Advice imme-
diately. 

https://www.fca.org.uk/scamsmart/binary-options-scams
https://www.fca.org.uk/scamsmart/carbon-credit-scams
https://www.fca.org.uk/scamsmart/cryptocurrency-investment-scams
https://www.fca.org.uk/scamsmart/early-pension-release-scams
https://www.fca.org.uk/scamsmart/forex-trading-scams
https://www.fca.org.uk/scamsmart/get-rich-quick-scams
https://www.fca.org.uk/scamsmart/graphene-investment-scams
https://www.fca.org.uk/scamsmart/land-banking-investment-scams
https://www.fca.org.uk/scamsmart/overseas-property-crop-scams
https://www.fca.org.uk/scamsmart/pension-review-scams
https://www.fca.org.uk/scamsmart/rare-earth-metal-investment-scams
https://www.fca.org.uk/scamsmart/restricted-us-share-scams
https://www.fca.org.uk/scamsmart/share-bond-boiler-room-scams
https://www.fca.org.uk/scamsmart/unregulated-investment-scams

